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Abstract: Against the backdrop of rapid development of UAV technology, it brings convenience to
production and daily life, while it also poses threats to security and privacy. As a result, anti—-UAV technology
has gradually gained worldwide attention and importance. In order to study the current application and
development of anti—-UAV technology at home and abroad, the key technologies of anti-UAV are systematically
analyzed. The current development status of the field is summarized. The main challenges faced by existing
technologies are revealed. A forward—looking analysis on future technological trends are provided. With the

development and application of emerging technologies such as artificial intelligence, future anti—-UAV
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technology will further be developed towards intelligence, lightweight and integration.

Key words: unmanned aerial vehicle (UAV) ; security threats; anti—-UAV technology; UAV detec-

tion; countermeasure technology; decision—making; UAV supervision
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Fig. 1 Anti—UAV research publications from 2014 to 2023

3 REANMKERAREFSR

SEREEN, TOie R R T R, #
FERRHESE S T AL AR T 57 & o ik de 4y
AFBAFEEARRR T W, 50, B, T,
Pl AR R A

RIENME—N R EZANATINE RS,
AN T EZA LIRS MR G EE TR, ©E0
IS EAEE AT EREH . X —ad B n] DL 4r
PUAS SCRERY BE . B . R0 . PRl . &2
Ji s M R TE NHLAL BREE .

&1 3 M [ TC ML AR GRAESL, B25 T B
Te ML BEEE H IR, I LA K 2 i B B A o
HARFB.

3.1 RE AN

TES TG NHUAE R, 0B 4 it 7 A R %o T
WA U K A OB . LT AT SE
BRAE RS FH 8 7 B X TSI R Y5 R4 T 140 B s
301 AR

T NI 32 B ok T 42 4 R B RA AU
A [ 3 Ao 37 VR X TE ML T ™ % WA L Kk L8R
S i, 55 E E S 2012 TR ML T £



555 1]

ER/NGAE - NN T BB AR K S L3k 65

P il

it

K2 ICAHLALBEEE
Fig. 2 Anti~UAYV processing chain

WAL, XTI ABLEY 52 . RS S i T a7
PR R o X e R Y S AN (S TE [ 4 8™
AT WERCR, WA R ML TS PR Tk
SR R W B AR HELS & AT DO AT e
FHFHO H 8y T AHLEEA T A 0 e i i, M
TR/ S5 A 5 A Ja
3.1.2  HbFRERE

b3 A AR Gl 2o 7R T AL R G Th BOE
FEE M AR, AT A R B R R SRR BN AR
T 1T BOE AMLR AN SR CER S
SRR R i JC APLERE R, i Kas
H1 Ardupilot 55, B EL 28T Ui R FH H B LA F £t s

TEL AT A

e
A

] UL
ZLAMRN)

TR

I ABLALAR

FLRHLFEH
Sl S T
_@_ FLhh Bt
S
P T 4R
WO
Mo
P
[HAIT

fifi 20

K3 RIEAHUEARDTHESR
Fig. 3 Research framework of anti—-UAV technology

8 N M (BN I B S WG RS W S S % 4
FALRG P BA U PR ERS b B RS 50X DL
TR

T 77 AN A AR 8 32 R P o) e R e L BT A 7
P NSRS IR 3 e s N (BN A NI A DO R
P& 10 B T B A 7 55 30 1B RN S Ny R B o AE SR AR
A, R it e A T 1) SR 3 T AR
fan, @t 5 ) AL T RBEE B 0 RS A AL
S WA TC AL 3 1 O RO T TR RO, 7R
EHLRHESL PN, i — 2048 T T B BR T 1 S PR A K
BHE
3.2 EFEAR

HAET, Jo AMLERI 3= B LLT POFpF AR
TR TCL AT RN L S R R AR
W 2= 1PN Hedse 1 3 PUFh JC A BLER I 47 A 1
PERR, kA n R F Bt T
2%,



66 AT HREAR 5 5 40
3.2.1 IS AP B AN T P 0 s 1 D 35 5 FH R S P S AT AT

IR R H AR FER T TCAHLAIL S X H
P B R PRI T AL B K ) P 3
SENLRERE s RO R T, HAZ KA/,
RERS R fd ] 1, 2 H AT 55 B Al it
HE R TC APLERIY B2

WA R IB RGERZEH X md B sh MR B H
PRBETE, R IEHR AT RN T 1000 m,  EAT I
JE I T 200 km/h 75 BICR BT AN T2 m?
AN TEAML, BRI A RCREE A 2R
AR JF H R IR AR 5 2 MRS “ TR S
. WNEEYER T, R R .

e BRI, VR 2050 B TR A TE AR
2 AR ) HAR U BE I k4T TIRR . AshH
PR d AR (Automatic Target Recognition, ATR)
& H TR i —J5 1) o (B 3K 8 B 1 JRAAT)
S AR R o ) — A~ E 2B A
322 JRERHUE TR

TCL H AT PRI H AT H v R R T
FEMSC A A A1 4 N 2R T A AL 45 i il 22 [] 1) TE 46
HUAE 5, a2k 0 ) 5 57 B AR o TC AL S Ho
VEF RO

VE Ry —Fh il sl i 7 X, Jegk s St 4R I e
BB EE H T RATRITC AL, ok LRI A A A
2 Tl BRI SRR I A B b 1) TE R HLAR 5 o TR
WG, AR 2 I I A5 O ik 1Y T H
&5 T REREAR TC AN 5 U R P . A
FAAEIX SO, L AR PRI B ARAT PR A

P T TN Aouladhadj %5 1o 42 H T —Rh LT
TCL AR T T ANLID AR R B AR, JE
fiE RS TC ML 1D B8 F ke B S i e I 5cHle . A
BTN AL | e B . S5 GRS
T BRI AR, R 7 A2 2% f i R N
ARMRIAIE T, W BEAE ORAFH = i TR M1 B
X TC Lk AR I AR R 1 & e a3 7
3.2.3  OGHARI

St PRI ¢ A 38 2ok R AT DS B 2T MG Sk AR
TR H bR R sl e 5 R R D B R, SR JE Xk
Se MR AT AR BRA AT, DLSEEERE T AL
TUMAERER " o JGHL RN =253 2wl D OGHR I
ZLAMRI AP 5 =

AL UL SGHRIN ) FH G 27 AH L8 o 0o e A1 o R
WAL, FEGEHTHK, BANARK, B
ZOCRA R SRR A K, H IO 55
LY/

ZL AN I FH 21 A0 R HILGE S 400 TE A AL
P ZE AR S ) B SR AT HRIN . ZL AR BILAT HL
THRe S 5, WIAEMTT ], B2 b
MR R TP, PRI SE A A

Mt R AR TR e A2 J5% 25 PR 0 L S A B
A AR 248 O T # e 2 5 A2 R R 5
AlE . Ojdanie 55 1 &1 T HIBLAF AN I B
PEAT AR B G2 o ML g v A5 4 B, (HEX
iy s 2 b 2 A R G0 1 S B[]

EI WP W[k /SIE ¥ Nt
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